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AyTteHTudukanus

beszomnacHocth nHopmaruu

lN'ocynapcTBeHHas
nH(pOopMaImoHHasl cucTeMa

Hoctyn k undopmanuu
JocTynmHoCTh

3amura napopmMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuiaemast uHGopManus

Nnentudukanus

Nudopmarmonnas cucrema

HNudopmarimonHbie pecypesl

WNudpopmannonnsie
TEXHOJIOTUH

Wudopmanus

Kontponupyemas 30Ha

KondpuaeHnuansHOCTh

O06paboTka nepcoHaIbHbBIX
JAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JlelicTBUST TIO TPOBEpKE MOUIMHHOCTH CYOBEKTa JOCTyIa
B WH(OPMAITMOHHOH cucTeMe
CocTostHue  3alIMIIEHHOCTH
o0ecIieueHBI ee
U 1IEJIOCTHOCTD
NudopmarimonHas cuctema, co3aaBaeMasi B ISNIIX peaTn3aun
TIOJTHOMOYHIA rOCyJapCTBEHHBIX OpTaHoB
u obecriedyeHnss oOMeHa WHpOpMAIMEH MEXAy OTUMHU
OpraHaMH, a TaKXe B WHBIX YCTaHOBJICHHBIX (herepabHbBIMU
3aKOHAMH TIEJISIX

Bo3MoxHOCTE IOTy4YeHHUS HHPOPMAIH U €€ UCTIOIb30BaHUS
CocrossHue HWHPOpPMAIMK, XapaKTEPU3yeMOe CITIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB W HMH(DOPMAIMOHHBIX TEXHOJIOTUH
o0ecrieunBaTh OECHPEMATCTBEHHBI TOCTYNl K WH(pOpPMAINH
CyOBEKTOB, UMEIONTUX Ha 3TO TTOTHOMOYHS

3ammra wHOpMaNMK, HANpaBlICHHAs HA TPEJIOTBpAICHHE
MONyYeHUs 3alluinaeMoil MHQOpPMalUKU 3aMHTEPECOBAHHBIMU
CyOBEKTaMH C HapYIICHHEM YCTAHOBJIICHHBIX HOPMATHUBHBIMH
W TIPAaBOBBIMH JOKYMEHTaMHU (aKTaMW) WJIH 00JaaaTesiMu
UHPOpPMAIIMU TIpaB WM TPABWI pa3rpaHHUCHHs JIOCTYIa
K 3allMInaeMoi nHpopmauu

uH(popMauu,
KOH(HIEHIINATILHOCTb,

IIpH KOTOPOM
JOCTYITHOCTh

Nudopmanus, sBiusdmoomascs MOpeaMeToM  COOCTBEHHOCTH
U MojjieKalas 3aliuTe B COOTBETCTBHM C TpeOOBaHUSIMU
IIPABOBBIX JIOKYMEHTOB I TpeOOBaHUIMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(OpMaIuu
[TpucBoenue cy0ObekTaM U 00bEKTaM J0CTYIa UACHTUPHUKATOPA
U (UIM) CcpaBHEHHE TPENbsABIIEMOro MIACHTH(]UKaTOpa
C IepeyHeM MPUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepxaiieiics B 6a3zax JaHHBIX HHGPOpMAIUH
u obecrieunBaroIMX ee  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenbHBIE TOKYMEHTHI U OTAEIbHBIE MAacCHUBBI JJOKYMEHTOB,
JOKYMEHTBl M MAacCHUBBl  JIOKYMEHTOB, COJep Kaluecs
B UHPOPMAITMOHHBIX ~ cucTeMax  (OMOIMOTeKax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, HHPOPMAIIMOHHBIX CUCTEMAX IPYTUX
BHJIOB)

[Iporecchl, MeTonasl mMmowcka, cOopa, XpaHEHHs, 00pabOTKH,
MPEIOCTABIICHHUSA, pacpOCTpaHeHUsT WH(OpPMAIUKU U CITOCOOBI
OCYILIECTBIICHUS TAKUX MPOIECCOB U METO/IOB

Cenenus (cooOrmenus, JTAHHBIC) HE3aBUCUMO
OT ()OPMBI KX TIPE/ICTABICHUS
[IpoctpancTBO  (TeppuTOpHs, 3[daHHWE, 4YacTh  3JaHUSA),

B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUpYyeMoe MpeObIBaHUE ITHII,
HE HMEIOIIMX TIOCTOSHHOTO WM  Pa3oBOr0  JIOMYCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTennbHOE AJIs BBIMTOMHEHUS JTUIIOM, MOMYYUBIIUM JTOCTYIT
K OmpeAesieHHOM WHQopManuu, TpeOOBaHWE HE IepeaaBaTh
Takylo UH(pOpMalWi0 TpeThUM JHIIAaM 0e3  Ccorjacus
ee obnanaTens

JHetictBus (omepanuu) ¢ MEPCOHATLHBIMU JaHHBIMU, BKIIOUast
cOop, cUcTeMaTu3alMio, HaKOIUICHHE, XpaHEHHE, YTOYHEHUE



Omnepatop

HepCOHaJ'IBHBIe JaHHBIC

VYrpo3za 6e3omacHocTi
nH(pOpMAIUn

Y a3BUMOCTE

IlenocTHOCTD

(oOHOBIEHHE, U3MEHEHHE), MCIIOJIb30BAaHUE, PACTIPOCTPAHEHUE
(BTOM uymcne mepenady), oOe3TMYMBaHHE, OJOKHUPOBAHUE,
YHHUUYTOXKCHUC IICPCOHAIBHBIX JaHHBIX

TPOKIAHUH WIH IOPUJAYECKOS JIUIO, OCYIIECTBISIONINE
NEeSTeNbHOCTh MO JKCIUTyaTallud WH(POPMAIIMOHHON CHCTEMBI,
B TOM uHwucie Mo o00paboTke wuHGOpMAIH, COIEpKaIlecs
B ee 0a3ax JaHHBIX

Jlrobast uHOpMaIUs, OTHOCAIIASACA K TMPSMO WIM KOCBEHHO
OTIPEICTICHHOMY HJIU OTpeiensieMoMy (DU3UUECKOMY JTHITY

COBOKYIHOCTh ~ YCIOBHH W (aKTOpOB,  CO3JAIOIIMX
NOTEHIMATbHYIO WIH peanbHO CYLIECTBYIOILYIO
OITaCHOCTD, CBSI3aHHYIO c yTEUKOU uHpopmanun

W/WIIM HECAHKIIMOHUPOBAHHBIMHA HI/MJTM  HETIpeTHAMEPEHHBIMH
BO3JECHCTBUIMH Ha HEE

HenocraTox (cmaboctp) MIPOrpaMMHOT O
(TporpaMMHO-TEXHHYECKOT'0) CPEACTBA MIIM WH(POPMAIMOHHON
CUCTEMBI B II€JIOM, KOTOPBIM (KOTOpas) MOXKET OBbITh
UCMOJIb30BaHa I peaju3aluu  yrpo3  0e30macHOCTH
UHpOpMaITUN

YceroitunBocth  MHGOpMAMKM K HECAHKIIMOHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Mpolecce o0paboTku
TEXHUUYECKUMHU CpPEJCTBAMH, PE3YJIbTaTOM KOTOPOIO MOXKET
ObITh YHUUTOXKEHHE U UCKaXKEHHE HH(pOpMaLuu



T'OCTP
Tlonutnka

TBJIOY

dCB Poccun
DOCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

lNocynapcrBennsbiit crannapt Poccuiickoit denepanuu

[Tonmutuka wuHGOPMAMOHHON ©0€30MacCHOCTH TOCYJapCTBEHHOIO
OIO/DKETHOTO  JIOUIKONIBHOTO ~ 00pa30BaTENBHOTO  YUPEXKICHUS
nerckuid can Ne 33 komneHcupyromiero Buaa [Ipumopckoro paitona
Cankr-IletepOypra

locynapcTBeHHOE  OIOKETHOE  JOUIKOJIBHOE 00pa3oBaTeIbHOE
yupexxaeHue gaerckuil cax  Ne 33 KOMIEHCHPYIOIIEro BUAA
[Tpumopckoro paiiona Cankt-IlerepOypra

denepanpHas cryxk6a 6e3onacHocTu Poccuniickoit deneparun
®denepanpHas ciiy’k0a 0 TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBnsieTcss JOKYMEHTOM, OMPEIENISIONIUM HaMlPaBJICHUS e TEIbHOCTU
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHON  O€30MaCHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPaBUJI, MPOLEAYp, MPAKTUYECKUX MPUEMOB U PYKOBOMSAILIUX MPHUHIIUIIOB, KOTOPHIMU
pykosoactByercss I'B/IOY, a Takke OpraHM3allMOHHBIX, TEXHOJOTMYECKMX M IPOLEAYPHBIX
acmeKToB obecrieueHus1 HHOPMAITMOHHON 0€30MacHOCTH.

[Monoxxenus  Hacrosmei  [lomuTuku He  pacmpocTpaHsiloTcss Ha — o0OecredeHue
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEJICHUN, COCTABIISAIOUINX TOCYIapCTBEHHYIO TalHYy.

OcHoBHOI 3amadeit B obOmactu wuHPopManmoHHOM Oe3zonmacHoctn ['BJIOY mnpusnaer
COBEPIICHCTBOBAHME MEp M CpPEACTB oOecmedeHus 3amuThl HHpopManuu UHGOPMAIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHA 3aKOHOAarenbcTBa Poccuiickoi Pexepanuu U HOPM
perynupoBanus HWHG)OPMALMOHHON NEATETbHOCTH B TEKYHIMX YCIOBUAX (PYHKIIMOHUPOBAHHS
WH(POPMAITTOHHOTO TIOJIS.

IIpu pazpaborke [10AMTUKK YyIUTHIBATUCH OCHOBHBIE MPUHIIMIIBI CO3JJAHUS CUCTEM 3allUThI
UHPOPMAIIMHN,  XapaKTePUCTUKM W BO3MOXXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-MPOrpaMMHBIX CPEJCTB 3aIIUThl HH(POpMALIUH.

B pamkax cBoeil nestenbHoctd I'BJIOY 00s3yercs npeanpuHUMaTh BCe BO3MOXKHbBIE MEPbI
JUTS 3aIIUTHI UHPOPMALIUU OT YIpo3 0€30macHOCTH HH(POPMAITHH.

TpeboBanus wHOPMAIMOHHOW OE€30MaCHOCTH, COOTBETCTBYIOT IEJISAM JEATEIHHOCTH
I'BAOY u npenHa3zHavyeHbI A7l CHUKESHHS PUCKOB, CBSI3aHHBIX C peajn3aiueil yrpo3 6e30macHoCcTr
uH(pOpPMaLIUH.

[Tomutuka goctynHa Bcem padotHukaM ['b/IOY u BceM mosp30BaTesnsiMm €ro pecypcoB.

2 IEJH U 3AJJAYYA OBECHEYEHUSA TH®OPMAIIMOHHOMN BE3OIMIACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIICHHUH

CybObexramu nipu obecrieueHun nHopmarmonHon 6ezonacuoctu B 'BJIOY sBstores:

pabOTHUKH (B TOM YHUCJIC YBOJICHHBIC);

¢dusznueckue mUIA, TPEICTABUTENN KOHTPATEHTOB B pPaMKaX WCIOIHEHHUS JTOTOBOPHBIX
0053aTEeIbCTB;

¢dbuzmdeckue uia, nogasime odpamenue B aapec ['bJI0Y;

IOpUANYECKUE JIUIA, B PAMKaX HCIIOJHEHUS IOTOBOPHBIX 00s3aTENbCTB UM BO MCIIOTHEHHUH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATEILCTBA Poccuiickoit denepannu;

OpraHbl TOCYJapCTBEHHOM BIIACTH.

O0bexTbl HHPOPMALMOHHBIX OTHOLICHHUH

O0bekTamMy HHGOPMAITMOHHBIX OTHOIICHHH SIBIISTFOTCSI:

nadopmarmonusie pecypesl [ IOV

roCy/lapCcTBeHHbIE ~ HH(POpPMAIMOHHbIE  cuUcTeMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCA
I'A0Y;

mpormecchl  o0pabotku  wHbopmanuu B uHPopManuoHHBIX  cuctemax [BJIOY,
UH(GOPMAIIMOHHBIE TEXHOJOTHHU, periaMeHThl W Tpoleaypsl cbopa, o0pabOTKH, XpaHEHHS
¥ Tiepeaun HHPOpMaIum;

nHpopManmoHHass HWH(PPACTPYKTypa, BKIIOYAIONIAS CHUCTEMBI 00paOOTKH, XpaHEHUs
U aHanu3a nHpopMalluu, IporpaMMHbIE U IPOrPaMMHO-AIapaTHBIE CPEJICTBA, B TOM YHCIIE KaHAIIbI
CBSI3M M TETIEKOMMYHUKAIIUH;

CUCTEMBI M CPEJICTBA 3aIIUTHI HH(OPMAIIUU, OOBEKTHl M TIOMEIICHHS, B KOTOPBIX Pa3MEIICHBI
cpencTBa 00paboTKu HHGOPMAIIHH.

enu o0ecneyenust UHGpOPMANIUOHHO 0€30NIACHOCTH

OcHoBHOWM Tenbl0 obOecnieueHuss uHpopmarmonHon Oe3zomacHoct ['BJIOY  sBastoTcst
NEUCTBUS HANpaBlIEeHbl Ha JOCTHXKEHHE 3allUThl CyOBEKTOB WH(GOPMAIMOHHBIX OTHOIIEHUH OT
BO3MOXKHOT'O HAHECEHHMsI MM MAaTepPHAbHOTO, (U3MUYECKOr0, MOPAIBHOTO WJIM HHOrO yiepoa,
MOCPEJICTBOM  CIYyYaHOTO  WJIM  TpPEeIHAMEPEHHOro  BO3JCWCTBUS  Ha  HMH(OpPMAIHIO,



B TOM YHCJIE:

obecrieueHus OTKa30yCTOWYUBOTO (YHKIIMOHUPOBAHUS MPOrpaMMHBIX
U anmnapaTHo-nporpaMMHubIx cpeactB ['B/IOY u npenocTaBisieMbIX CEPBUCOB;

COONIIO/IEHNs TPaBOBOI'0 PEKKMMa HCIONB30BAaHUS MAacCHBOB M CpPEACTB 00pabOTKH
uHpopmaruu;

NPEJOTBPALICHUS pealu3aluyd Yrpo3 0e30macHOCTH HH(OpMAMKU TpPU  OCYHIECTBICHHUU
nesteasHocTu 'BIOY.

3anaum odecnieyennst HHGOPMAITMOHHOM 0€30MACHOCTH

Jloctmxenue nenei odecrieueHns nHGOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAIIHH,
I'BIOY pemaercs cneayromuMu 3a1a9amMu

3aIUThl OT HECAHKIIMOHUPOBAHHOT'O JOCTYTA K MHPOPMAIIHOHHBIM pecypcam;

pasrpaHMuYeHHS JOCTYIIa MMOJIb30BaTeNel K MH()OPMAIMOHHBIM, alllapaTHBIM, MIPOrPAMMHBIM
Y UHBIM pecypcam;

perucTpalii ¥ MEpPUOJUYECKOro KOHTpOJNsA JEHCTBHI monib3oBaTenedl mnpu oOpaboTke
3anMIaeMoi HHGopMaIK U IEPUOJMUECKII KOHTPOJIb KOPPEKTHOCTH UX ACHCTBHIH;

KOHTPOJIS LIEJIOCTHOCTU CpE/Abl HCIIOJIHEHMs] MpPOrpaMM M €€ BOCCTaHOBJIEHHUE B Cllydae
HapYILEHUS,

obecrieueHusi ayTeHTU(UKAUM W HMJICHTHU()UKALUK  TONB30BATENeH, yJ4aCTBYIOIIUX
B HH(GOPMAITUOHHOM OOMEHE;

obecrieueHus UCIIPAaBHOCTH MPUMEHSIEMBIX B MH(OPMAITMOHHBIX CUCTEMax
I'BAOY cpencts 3amuThl HHPOpMAITUH;

CBOEBPEMEHHOT'0 BBISBJIIEHHE HCTOYHUKOB yrpo3 Oe3omacHOCTH HHGOpMaLUU, MOPUYKH
U YCIOBMM, CIOCOOCTBYIOIIMX  HAaHECEHUIO  yiiepda  3auHTEPECOBAHHBIM  CYOBEKTam
MH(POPMALMOHHBIX OTHOIICHUH;

CO3/1aHUEM CIy:KObl MOHMTOPHHIA M pearupoBaHUsl Ha Yrpo3bl 0€30MacHOCTH HH(OpMaLUU
U HETaTUBHBIE MOCIIECTBUS,

CO3JITaHMEM YCIIOBHM JUIi MUHUMH3AIMH HAHOCUMOT'O yliep0a HelpaBOMEPHBIMU JCHCTBUSAMH,
Y yCTpaHEHHUE MOCIeACTBUIN HapylieHus: nHpopmarmonHoi 6e3omnacHoctu B 'BJJOY.

Pemenue BoienepeurciienHbix 3aaa4 B ['6/IOY ocymiecTBisieTcs mocpeicTBOM:

ydyeTa BceX MOJUIeKAIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUSI IEUCTBUI MEPCOHANA, OCYIIECTBISAIOUIEr0 00CIyKUBaHNE U MOIU(DUKALIHIO
IPOrpaMMHBIX U MPOTrPaMMHO-AMMapaTHBIX CPEACTB HHPOPMALIMOHHBIX CUCTEM;

periaMeHTanuMu mporueccoB o0paborku uHbopmanuu, aelctBuil paborHukoB ['BJIOY,
OCYILIECTBISIOUINX SKCITyaTallMI0 MPOrpaMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEJCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3aI[MOHHO-PACIOPSAIUTENbHBIX JOKYMEHTOB I10 3alIUTe HH(OpMaLUu;

Ha3HAYEHUS U MOJATrOTOBKOH paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3alMI0 U OCYLIECTBICHHUE
MEpONPUATHI 110 obecnieueHn o nHpopMamonHoi 6ezonacHocty B I'BJI0Y;

HaZeNeHUs! KaXJ0oro padOTHHKAa MHUHUMAIbHO HEOOXOIMMBIMHM TpaBaMu TIpu padboTe
B MH(OPMALIMOHHOW HHPPACTPYKTYPE COINIACHO UX JOJKHOCTHBIM O0SI3aHHOCTSIM;

COOJTIOZICHNS BCeMU paOOTHHUKAMU, SKCIUTYaTUPYIOUTUMH U OOCITYKUBAIOIIMMHU TPOTrPaMMHBIE
U IporpaMMHO-almnapaTHble  CPEACTBA, TpPeOOBaHUN  OPraHU3ALOHHO-PACHIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecreyeHus nHPOpMaLMOHHONW 0€3011aCHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTBHIO KaK/J0r0 pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW B MpPOIECCaX aBTOMATH3MPOBAHHON 00paboOTKU
MH(GOPMALIMU ¥ UMEIOIIET0 JAOCTYII K pecypcaM MH()OPMAITMOHHBIX CUCTEM;

peanu3anyell TEXHOJOTHYECKUX IPOILECCOB 00paboTKu WHQPOPMALUU C HCIIOIB30BaHUEM
KOMIUIEKCOB ~ OpPTraHU3allMOHHO-TEXHUYECKUX Mep 3allUThl IPOrpaMMHOro  oOecreuyeHus,
MpOrpaMMHO-aNMNapaTHbIX CPEJCTB;

NPUHATHS Mep M0 OOeCHeueHUIo (PU3NYECKON LEJIOCTHOCTU IPOrpaMMHO-annapaTHbIX
cpencts MHGOPMAIMOHHBIX CHUCTEM M TMOJAEpXKaHUEM HEOOXOAWMOro YpPOBHS 3alllUIICHHOCTH
KOMIIOHEHTOB;

MCTIOJNB30BAaHMUS TIPOTPAMMHBIX M MPOTPAMMHO-AIMAPATHBIX CPEICTB 3alUTHl WH(GOPMALIUU
obopabarsiBaeMoM B ' BJIOY u aaMHUHUCTPAaTUBHOM MOAAECPKKON WX HCIIOIB30BaHUS,



KOHTPOJISI ~ COONIOZICHUSI  TOJIb30BaTeNsIMH ~ MH(GOPMAIIMOHHBIX  CHUCTEM  TpeOOBaHMI
1o obecreyeHno HHPOPMAITHOHHOM 0€30MaCHOCTH;

npoBeieHus aHau3a 3(p(PEeKTUBHOCTH MPUHATHIX MEP 3aIUTHl HHPOPMAIIUH U MIPUMEHIEMBIX
cpencts 3amuThl uHPopmanuu B I'BJIOY;

pa3paboTKu M peanu3alii MPeUIOKEHUH 10 COBEpIICHCTBOBAHUIO CHCTEM 3alllUThI
nHpopmanuu B I'BJIOVY.

3 TNPUHIMUIIBI OBECIIEYEHUS WH®OPMAIIMOHHOM BE3OITACHOCTH

Obecrieyenrie UHPOPMALIMOHHONM 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMH MPUHIIATIAMHU:

IpuHIHMN 3aKOHHOCTH

[Ipu BBIOOpE MepompUATHI TO 3aIIUTe MHPOPMAIUH, JOHKHO COOMIOIAThCs IEHCTBYIOIIEE
3akoHOJaTenbcTBO Poccuiickoit denepanuu B chepe 3amuThl HHPOPMALIUH.

Bce paGoTHHKM TOMKHBI UMETh MPEACTABICHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS
B cdepe 3amuThl uHGopManuu. [IporpammHo-anmapatHeie cpeacTBa, npuMensembsie B I'BIOY,
JOJKHBI UMETh COOTBETCTBYIOIIME IHUIEH3UU, O(PHUIIMATIbHO MPUOOpeTaThes y MpeacTaBUTENeH
pa3paboTUNKOB ATUX CPEIICTB WIIH SBIATHCSA UHTEIDICKTyanbHOU cobcTBeHHOCTRIO ['BJIOY.

IIpyuHOMN CHCTEMHOCTH

[Ipu co3maHuu CHUCTEMBI 3alUTHI JOKHBI YUYUTHIBATHCSA aKTyaJbHBIC YTPO3bl O€30MacHOCTH
nH(popMaIMi, BO3MOXKHBIE OOBEKTHI M HAIpPABICHUS aTaKk Ha HEE CO CTOPOHBI HAPYIIUTEICH.
Cucrema 3alIUThl JOJMKHA CTPOUTHCA C YYETOM HE TOJIBKO H3BECTHBIX KAaHAJIOB YTEUKU
uH(popMaIMi, HO U C YYETOM BO3MOXKHOCTU TOSIBJICHHSI HOBBIX YS3BUMOCTEH B MPOrPaMMHOM
obecrie4eHnu.

IIpyuHIUN KOMILIEKCHOCTH

KommuiekcHoe ucmoiab30BaHUE CPEACTB 3alUThl MHPOPMAIIMH MPEANONAracT COrJacOBaHHOE
MIPUMEHEHUE TP MTOCTPOCHUU 1EJIOCTHOM CUCTEMBI 3aIIUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE
yrpo3bl 0e3omacHOCTH HMH(OpManuu. 3ammura JOJKHA CTPOUTHCS SIIeToHHpoBaHo. Dusnueckas
3aIuTa 10 KHA 00ecTeunBaThCsl GU3MUECKUMU CPEJICTBAMHU M OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHuy, BHEAPEHUN U IKCIUTYaTallud CUCTEMBI 3alIUThl HHGOPMAIIUU PYKOBOACTBO
I'BAOY ob6ecnieunBaer ycinoBuss s 3((EeKTUBHON KOOpAMHAIMKM JEMCTBHM BCeX JIMIL,
o0ecreunBarIuX HHPOPMALIMOHHYIO 0€3011aCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3paboTrka cuctemsl 3amMThl UHPOPMALMKM JOHKHA BECTUCH MapajlieNbHO C pa3paboTKoi
U UHQOpPMAMOHHOMW  CHUCTeMBL. IJTO TO3BOJUT  Y4ecTh TpeOoBaHHs  Oe30MacHOCTH
MpH TPOSKTUPOBAHUU AaPXUTEKTYphl M, B KOHEYHOM cueTe, co3aarTh Oonee 3¢ ¢eKTUBHBIE
MH(OPMAITMOHHBIE CHCTEMBI, 00JIaaf0IINe JOCTATOYHBIM YPOBHEM 3aIIHIIIEHHOCTH.

IIpuHUMD MpeeMCTBEHHOCTH

[TocTossTHHOE COBEpIICHCTBOBAaHHE MEpP U CpPEACTB 3alluThl HMH(OpPMAlMM Ha OCHOBE
MPEEMCTBEHHOCTH OPTaHU3AIlMOHHBIX M TEXHUYECKHX PEIICHHH, KaJpOBOr0 COCTaBa, aHAIHM3a
(yHKIIMOHUPOBAaHUST MH(GOPMAIIMOHHBIX CHCTEM W CHUCTEMBbl €€ 3alllUThl C yYeTOM H3MEHEHH
B MeToAaX M CpeACTBax IepexBara HMHQOpPMAIMU, HOPMATHUBHBIX TpPEOOBAaHUU MO 3alIUTE
nH(pOpPMaLUH.

IIpyuHIUN 10CTATOYHOCTH

CooTBeTcTBUE YPOBHS 3aTpaT Ha obecrneueHrne nHHOpPMAIIMOHHON 0€30MacCHOCTH U IIEHHOCTH
MH()OPMAITMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOrO ymiepbda OT WX pa3TialleHusd,
YHUYTOXEHUS U UCKaKeHUs. Vcmomp3yeMbie MEPBI U CPEJICTBA 3alTUThl MHPOPMAIIUKA HE JTOJKHBI
yXyAIIaTh 3PrOHOMUYECKHE TTOKA3aTe KOMITOHEHTOB HH(OPMAITMOHHBIX CUCTEM.

IIpuHUMI 0TBETCTBEHHOCTH

BoznoxeHne oTBETCTBEHHOCTH 3a oOecredeHre 0e301acHOCTH HHPOpMaIul U ee 00paboTKH
Ha Kaxaoro pabOTHHKA B Mpelenax ero MOJHOMOYHH. B COOTBETCTBHUM € 3THUM NPHUHLUIOM
pacmpesenieHne mpaB U O0sI3aHHOCTEH PaOOTHUKOB CTPOHMTCS TaKUM 00pa3oMm, 4TOOBI B CiIydae
A1000r0 HapyIIeHUs ObLI U3BECTEH HAPYLIUTEb.



IIpruHUUN 000CHOBAHHOCTH U TEXHUYECKOI peajin3yeMoCTH

WNudopmarimonHble TEXHOIOTHH, TPOrPaMMHBIE M IPOTPaMMHO-aNNapaTHbIe CPEJCTBA, MEPHI
3amuUThl THQOPMAIIUU JIOJKHBI OBITh pEAM30BaHBI MO COBPEMEHHBIM PEIICHUSM, O00OCHOBAHBI
C TOYKH 3pPEHUS IOCTHHKCHHS 33JIaHHOT'O YPOBHS 3aIUIICHHOCTH MH(POPMAIMK M YKOHOMHYECKOM
11eecoo0pa3HOCTH, a TaKKe COOTBETCTBOBAaTh YCTAHOBIEHHBIM HOpMaM U TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMALIUH.

Ipunuun npogeccuonaanzma

Peanuzamust Mep 3amuThl MH(pOpPMALMM M HKCIUTyaTallUsl CPEICTB 3allUThl HMH(GOpMaIuu
JIOJKHA OCYIIECTBISATHCS IPO(ECCHOHATLHBIMHE CIICIIUATHUCTAMU.

[IpuBneueHue cienMaIM3UPOBAHHBIX OpraHU3AINi K pa3paboTKe CPEICTB U pealn3aliu Mep
3aluUThl UHPOPMAIMK, MOATOTOBJICHHBIX K KOHKPETHOMY BHAY AESITEIbHOCTU MO 00ECIEeYeHHIO
0e30macHOCTH MH(POPMAIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTUYECKON PadOThl U JIUIIEH3UH
Ha IPaBO OKa3aHUs yCIYT B 3TOM 00sacTH.

IIpyuHUMN MUHUMM3AIMU TPUBUJIET Ui T0JIb30BaTe el

ObecrieyeHre OIB30BATENCH MPUBHICTUSIMI MUHUMAIILHO JOCTATOYHBIMU JJIsi BBITTOIHEHUS
UMM CBOUX JOJDKHOCTHBIX o0si3anHOCTe# B ['BIOY.

4  OCHOBHBIE TPEBOBAHMA 110 3AINUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrtema 3amuThl WHGOPMALMK JOJDKHA IPEIyCMAaTPUBATh KOMILIEKC OpPraHU3allMOHHBIX,
IIPOrpaMMHBIX U MPOrPaMMHO-ANIMAPATHBIX CPEACTB U Mep IO 3amuTe MHpOpMalKU B Ipolecce
ee 00paboTKH.

Brimonnenue TpeOoBaHUN AOCTUTAETCS 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep 0 3aIuTe HHPOPMAIIUH:

UACHTUGUKAIMY U ayTeHTU(UKAUN CYOBEKTOB JOCTYNA U 0OBbEKTOB JI0CTYIIA;

YIIPaBIICHHUIO TOCTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JI0CTYIIA;

OrPaHUYEHUIO IPOrPAMMHOMN CPEJIbI;

3alUTe MALIMHHBIX HOCUTEJEH NePCOHANbHbIX JAHHBIX;

perucTpanuu coobITHI 6e30MacHOCTH;

AHTUBHUPYCHOU 3aILNTE;

O0HapyXEHUIO BTOPXKEHUH;

KOHTPOJIO (aHAJU3Y) 3aIMIIEHHOCTH NEePCOHANIBHBIX IaHHBIX;

00€ecCTIeYeHHIO0 TIETOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M TIEPCOHATIBHBIX JaHHBIX;

00ecIe4eHnI0 JOCTYITHOCTH NEePCOHANIbHBIX JAHHBIX;

3alIUThI CPebl BUPTYaTU3aLNHY;

3alIUThl TEXHUYECKUX CPEJICTB;

3alUThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBA3H U Nepelaul JaHHBIX;

BBISIBJIIGHUIO MHIIMJICHTOB U PearnpoBaHUE HA HUX;

yIpaBJeHUIO KoH(pUrypauueil WHGOPMALMOHHONH CHUCTEMBI W CHCTEMBl  3allUTHI
MIEPCOHANBHBIX TaHHBIX.

I'BIOY, xak obnanatens MHGOpMALMKM OrPaHMUYEHHOI'O AOCTYHA, MPHU OCYIIECTBICHUU
CBOMX ITpaB 00sI3aHO:

COOJII0IaTh IIPaBa M 3aKOHHBIE MHTEPECHI NHBIX JIUL;

MPUHUMATh HEOOXOIUMbIE MEPHI IO 3alUTe UHPOPMALIUH;

OrpaHMYMBATH JIOCTYl K HMH(OpMAanuHM, ecliu Takas oOOsI3aHHOCTh YCTAaHOBJIEHA
3aKOHOIaTeNbCTBOM Poccuiickon @enepanny.

B tom wuucne I'BJIOY, BmpaBe eciu HWHOE HE MPEIYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccutickoin ®@enepanuu:

paspelaTh WiIK OrPaHUYUBATh JOCTYN K UHPOPMALIMH, ONIPENENISTh OPSA0K U YCIOBHSI TAKOTO
JOCTYIa;

MCIOJIb30BaTh HH(OPMAIIHMIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHUIO;

nepeaaBatb WHQPOPMAIMIO JPYIMM JIMIIAM HAa YCTAaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanyuv OCHOBAHUY;



3aIUIIATh YCTAHOBJIEHHBIMU 3aKOHOJIaTeNhCTBOM Poccuiickoit denepanun criocobamu CBOU
IpaBa B Cilyyae HE3aKOHHOTO NONYy4YeHHs HMH(OpMalMM HIM €€ HEe3aKOHHOTO MCIIOJIb30BaHMS
VHBIMH JIMIIAMH;

OCYILIECTBIATh HMHBIE JAEHCTBUSA C HMHpOpPMAaLMENW WM pa3peliaTh OCYIIECTBICHHE TaKUX
NEeWCTBUHM, ecau 53TH JeWCTBUS HE NpoTHBOpedar (eaepalbHBIM — 3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit denepanui.

3amura UHGOpPMALMM  OrPAaHUYEHHOTO JIOCTYNa MpPEJICTaBisieT COOOW  IpUHSATHE
OPTraHM3ALMOHHBIX U TEXHUYECKHUX MEp, HAIPABJICHHBIX HA:

co00/ieHne KOH(UACHIIMAIBHOCTH HH(pOpMaUK (MCKII0YEHUE HEMpPaBOMEPHOIO JTOCTYIIA,
KOIMPOBAHUS, MIPEIOCTABJICHHUS TN PAaCIpOCTpaHeHus HH(opMmarmn);

o0ecrieueHue 1MeJTIOCTHOCTH HH(popMaIuu (MCKIIIOYeHHE HETIPaBOMEPHOTO YHUYTOXCHUS
WM MOAU(PULIIMPOBAHUS HH(DOPMAITIH);

pean3aIuio mpaBa Ha JOCTYI K HHPOpMaIUH (MCKIIOYEHUE HETTPAaBOMEPHOTO OJIOKHMPOBAHUS
nH(pOpMAITUN).

CpencrBa 3amuThl MHGOpMALIMKU BHEAPSIIOTCS 1O PE3yJbTaTaM MPOBEICHUS OLEHKH PHUCKOB
MH(POPMALIMOHHON OE€30MTaCHOCTH.

Opranuzanus 3amuThl UHGOpMAUKT

IIpu opranmzanuu B I'BIOY 3amutsl MH(OpMAIMK, TOKHBI BBINOIHATHCS TPeOOBaHMS
@enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbpopmanuu, WHPOPMALMOHHBIX
TEXHOJOTMSIX W O 3amuTe HH(OpMAaIMM», KOTOpbIE PETYIMPYIOT OTHOIIEHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKpalleHueM pexuma 00paboTKH 3aluiaeMoi HHGopMaIu.
B Tom umcne tpeGoBaHus o 3amuTe WHGOPMAIMM, HE COCTABISAIOUICH TOCYIAPCTBEHHYIO TailHY,
coJieprKalieiics B TOCYAapCTBEHHBIX HH(OPMAlMOHHBIX CHUCTEMAaX YTBEP)KICHHbIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepkaeHHH TpeOOBaHUN O 3amuTe MH(OpMAIuy,
HE  COCTaBJSIOLIEH  TOCYIAapCTBEHHYIO  TalHy, COJEp)Kallelcs B TIOCYJAapCTBEHHBIX
MH(OPMAIIMOHHBIX CUCTEMAxX» Uil TOCYJapCTBEHHBIX WH(OPMALMOHHBIX CHUCTEM IO KOTOPBIM
I'BIOY saBnsiercss Oneparopom.

B I'BIOY nomumMo peanu3aiiiii OCHOBHBIX MEp 3alUTHI MH(OpMAIIMK OCYILECTBIISAETCS:

peryiasipHasi  OIEHKa ¥  yIOpaBleHHE pUCKaMH HMH(OPMAMOHHON  0E30MacHOCTH
B COOTBETCTBHMHU C YCTAHOBJIEHHBIMH MPOLEAYPAMHU B 00J1ACTH YIIPABICHUS PUCKAMU;

uH(pOPMHUPOBAHUE, o0y4yeHue u IIOBBILIEHHE KBaJTH(HUKALIUN pabOTHUKOB
I'BAOY B chepe napOpMaIOHHON OE30IMACHOCTH;

MeTOoAMYecKass TIOMOIIb pabOOTHUKaM B BONpocax obOecrnedeHus HWHPOPMaAIMOHHON
0C30I1aCHOCTH;

aHaJIM3 ¥ MOUCK BO3MOYKHOCTEH MO MOBHIIIEHUIO YPOBHSI 3alIUIIIEHHOCTH WH(OPMALIUH.

Jnst opranuzanuu 3amuthl nHGopManuu, ['6JIOY BnpaBe nmpuMEHSTh CpEACTBA U METOJIBI
TEXHUUYECKOM 3aIMThl, NPEANPUHUMATL Jpyrue, HE NPOTHBOpEYAIIME 3aKOHOLATEIIBCTBY
Poccuiickoit ®enepannu, Mepsbl.

B pamkax oOecrnieueHus 3amuThl UHQOPMALIMY, B paMKax TPYAOBBIX OTHOIIEHUH HEOOXOAUMO
O3HAaKOMHTb IOJ] POCIIHCH PAaOOTHUKOB, JOCTYI KOTOPBIX K MH(MOPMAIIMU OrPaHUYEHHOIO JIOCTYIIA,
HEOOXO/IUM JUIs BBHIIMOJIHEHUS] UMH CBOMX JIOJDKHOCTHBIX OOsI3aHHOCTEMH, ¢ mepeyHeM MH(popMaluu
OrpaHUYEHHOro AocTymna, u npuHsIThiMU B I'BJIOY mMepamu 3amutel HHQOpMAaILH.

Oco0eHHOCTH 3aIUTHI EPCOHATbHBIX JAHHBIX

IIpu opranmzamuu o6padotku B ['BIOY  mnepcoHanbHBIX JaHHBIX  HEOOXOAUMO
pyKOBOICTBOBaThCSl TpeOoBanusmMu DenepanpHoro 3akona ot 27.07.2006 Ne 152-03
«O epCOHANBHBIX JAHHBIX).

Ilepeuenb Mep, BbIOJIHEHHE KOTOpbIX oOecmeunBaer ['BJIOY B kadecTBe omeparopa
MIEPCOHANIbHBIX JaHHBIX, TOJKEH BKJIIOYATh:

HaszHaueHue B ['BJIOY oTBeTcTBEHHOrO 3a OpraHu3alo 00paboTKH MEPCOHATIBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OMPECISIONINX MPaBUiia B OTHOIIEHUU 00paOOTKU MEPCOHATBHBIX
naHHbIX B ['B/I0VY, nokanbHbBIX akTOB MO BonpocaMm 00pabOTKH MEPCOHAIbHBIX JaHHBIX;



MPUMEHEHUE OpPraHU3alMOHHBIX M TEXHMYECKUX Mep 1o obecrneueHuto 0e30macHOCTH
MEePCOHANIBHBIX JaHHBIX B COOTBETCTBUM cO craThell 19 denepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBITIOJTHCHHE TPEOOBAHUH 10 COCTABY M COJCPIKAHUIO OPraHU3aIMOHHBIX H TEXHUYCCKHX Mep
1o o0ecreueHno 6e30MacHOCTH MEPCOHANBHBIX NAHHBIX MPU WX 00paboTke B MH(GOPMAIMOHHBIX
cHcTeMax MEepCOHANBbHBIX JaHHbIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEepXKJICHWH COCTaBa W COJCP)KaHUS OpPraHW3aIMOHHBIX W TEXHUYCCKHX MeEp [0
obecrieueHni0 0€30MaCHOCTH TMEPCOHAIBHBIX JAHHBIX HpHU HX 00paboTke B HH(POPMAIMOHHBIX
CUCTEeMaXx MEePCOHATBHBIX JTaHHBIX Y,

OLICHKY Bpeda, KOTOPBIH MOXKET OBITh NPHYUHEH CyOBEKTaM IMEPCOHAIBHBIX JTaHHBIX
B cinyuae HapymeHus DenepanpHoro 3akoHa Ne 152-®3, cooTHomieHHWe yKa3aHHOTO Bpeja
Y MPUHUMAEMBIX OMEpPaTOPOM Mep, HApaBICHHBIX HA OOECIEYEHHE BHIMOTHEHHS OOS3aHHOCTEM,
npexycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHHe paboTHUKOoB ['BJIOY, HemocpeACTBEHHO OCYIIECTBISIONUX 00pabOTKY
MEePCOHANBHBIX  JaHHBIX, C TOJOXKEHHSIMH 3aKoHojaaTenbcTBa  Poccuiickoit  Denepanuu
O TIEPCOHANBHBIX JAHHBIX, B TOM YHUCJIC TPEOOBAHHMSIMH K 3allUTE TEPCOHATHHBIX JTaHHBIX,
JTOKyMeHTamu, onpeneisitomumu tpedoBanus ['BJIOY B oTHomeHnn oOpabOTKH MEPCOHATBHBIX
JTAHHBIX U 00yUeHue, MPU HEOOXOJUMOCTH, YKa3aHHBIX pAOOTHUKOB.

Ob6ecrieueHre 0€30MaCHOCTH MEPCOHATBHBIX TAHHBIX JOCTUTACTCS, B YaCTHOCTH

OlpeNesieHueM  yrpo3 W HapymuTened  0€30HaCHOCTH  MEPCOHAIbHBIX  JAHHBIX
pH X 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX TaHHBIX;

ONpEeNeTICHNEeM YPOBHS  3allUIIEHHOCTH TEPCOHANBHBIX JAaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [lTocranosnenus [IpaButenberBa Poccuniickoit deneparuu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHMH TpeOOBaHMI K 3allUTe TMEPCOHAIBHBIX JaHHBIX MpU UX 00paboTke
B MH(OPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX TaHHBIX Y,

MPUMEHCHHEM TIPOIIC/IINX B YCTAHOBJICHHOM ITOPSIIKE MPOIEAYPY OIEHKHA COOTBETCTBHS
CPEICTB 3aIIUTHI HH(OPMAIUK;

olleHKON 3(()EeKTUBHOCTH MPUHUMAEMBIX Mep IO 3alUTe MEePCOHATBHBIX JAHHBIX O BBOJA
B DKCIUTyaTaIHIO HHPOPMAITHOHHOM CUCTEMBI TEPCOHATBHBIX JIAHHBIX;

BOCCTAHOBJICHHEM IE€PCOHATIBHBIX JAHHBIX, BCIEACTBHE MOTYYCHHS] HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa K HUM;

YCTAaHOBJICHHEM TMPaBWJI  JIOCTyIa K TICPCOHAIBHBIM  JIaHHBIM, 00paOaThIBAacMBbIM
B MHGOPMAIMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX IaHHBIX, a TakXke OOECHeueHHEM pPEerucTpaluu
U y4eTa BCeX JCHCTBHIA, COBEpIIAEMbIX C IEPCOHATbHBIMU JAHHBIMHU B MH()OPMAIIMOHHBIX CHCTEMAX
MePCOHANTLHBIX JaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMU MEPaMH I10 3aIUTE NEPCOHATBHBIX JAHHBIX U OMPEIEICHHOI0
YPOBHS 3allMIIIEHHOCTH HWH(OPMALMOHHBIX CHUCTEMaxX IMEePCOHATBHBIX JaHHBIX B TpOIecce
€e IKCIUTyaTaluu.

5 OCHOBHBIE TPEFOBAHMUSA K ITIPOHECCAM OBECIIEYEHMUSA
UH®OPMAIIMOHHOM BE3OIACHOCTHA

Metonudeckoe pyKOBOJICTBO, pa3padOTKy pelieHuil 1o 3amure nH(opMaIuu, CoriacoBaHue
BbIOOpA CPEJCTB BBHIYMCIUTENIBHON TEXHHUKH, MPOrPAMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPE/ICTB
3amuUThl WH(OpMAIMK, OPraHU3alMI0 PadOT MO BBHISBICHUIO BO3MOXKHOCTEH W MPEXyNpekKICHUIO
YT€YKM W CBOWCTB 3aluinaeMod HH(OpMAIMK, aTTeCTalnio OO0BEKTOB HH(OpMaTU3aLUU
OCYILIECTBISIOT KoMeTeHTHble coTpyauuku ['BIOY.

dusznyeckas 0e30MACHOCTD

[IpuHATHIE OpraHM3allMOHHBIE U TEXHUYECKHE Mepbl 1o 3amure nomeuienuit 'OV,
CEepBEpPHOr0 M KOMMYTAllMOHHOTO OOOpYAOBaHUs, aBTOMAaTH3UPOBAHHBIX pabO4YUX MECT
nosib3oBaTenet nadopmanrnonHeix cucreM ['BJIOY obecreunBarOT peaiM3aIiio CICIYIOINX Mep
0.

pasrpaHnyeHHIo Joctyma paborHukoB B momernieHus ['BJIOY B coorBercTBHH € UX
MTOJTHOMOYHSIMH U JTOJIKHOCTHBIMU OOSI3aHHOCTSIMU;



peructpanu (PakToB BXOJa pPaOOTHHKOB B TIOMCIICHUS B KOTOPBIX BemeTcs oOpaboTka
MEPCOHANIBHBIX IAHHBIX;

KOHTpOJIIUpyeMoMy TpeObiBaHui0 mocTopoHHUX sl B ['BJIOY B momemnieHus, B KOTOPBIX
BeneTcsl 00paboTka MH(OpPMALKUKU OrpaHMYEHHOr0 JIOCTYNa M pa3MELIeHbl annapaTHble CpeiICcTBa
UH(}OPMAIIMOHHOMN CHCTEMB,

OpTaHU3alNH PEKUMA KOHTPOIMPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOoTKU MH(MOpMAITUH.

[Tomemenuss ['BJIOY pomkHbl ObITH 00OpPYNOBaHBI JETEKTOPAMU OFHS M JbIMAa,
OTHETYIIUTENSIMH, CHCTeMaMH KOHAMIIMOHUPOBAHUS BO3AYyXa, CPEICTBAMHU OXPAaHHO-TIOKApPHOU
CUTHAJIN3ALUH.

OcHoBHOE cepBepHOE U KOMMYyTarmoHHoe obopynoanue I'BJIOY nomkHO OBITH 3alIUIIEHO
oT mepeboeB B IMOAaYe SJIEKTPOIHEPTUU IyTeM IMOAKIIOUYEHUS K DJIEKTPOCETH C MPUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOro MUTaHUS M PE3epBHOrO JAu3enb-TeHepatopa. Mcrounuku
OecriepeOOtHOr0 MUTaHUSI HEOOXOIUMO PETYISIPHO TECTHUPOBATh U MPOBEPSTH YIOIHOMOYEHHBIM
pabotaukam ['BJIOY B cOOTBETCTBUY C pEKOMEHIAIUSMHI TTPOU3BOIUTEIIS.

[lopTaTuBHBIE TEXHMYECKHME CpEICTBA HE JIOJDKHBI  OCTaBaThCs 3@  IpeleiaMu
koHTponupyemoit 30HbI ['BJIOY 6e3 koHTpos co cToponbl pabotHukoB [ BOY.

be3onacHocTh Ha padouem mecTe

3ampemaercss BECTH 3allUCh NApOJe B OTKPHITOM BHUAE HAa MaTepUalIbHBIX HOCHUTEINS,
32 UCKIIIOYEHHUEM CI1y4aeB, pErJIaMEHTUPOBAHHBIX METOJI0B XPAHEHHUS.

JIOKyMEHTbl M HOCHTENU C HH(OpManueld OrpaHUYEeHHOro JOCTYIa JOKHBI YOMpaThCs
B omeuyaTbiBaeMble MecTta (ceiipr, mkadpl U T.aI.), OpH yxode ¢ pabouero Mecra.
Ha aBromaTtu3upoBanHoMm pabouem mecte Ilonb3oBatens paboydast ceccusi JODKHA OBITH MpepBaHa,
paboumnii cton 3a0nokupoBaH. Bxox monp3oBaTenss B CHCTEMY HE JODKCH BBITIOJIHSTHCS
ABTOMATHUYECKH.

JIOKyMEHTBI, coAepXalie HHPOPMAIUI0 OrpaHUYEHHOrO0 JOCTYIA, JOJDKHBI — Ccpasy
M3bIMAThCSl W3 II€YaTarouMxX ycTpoMcTB. [lms yrunuzauuu KOH(HIEHIMAIbHBIX JOKYMEHTOB,
JOJKHBI  MICTIONB30BAThCSl YHUUTOXKUTENH JIOKYMEHTOB HE HIDKe 4 ypOBHS IO CTaHAApPTY
6€301acHOCTH, MPUMEHAEMOMY K YHUUTOXHUTEISM TOKYMEHTOB.

[Ipy wWcCnoNBb30BaHUM MOOWIBHBIX TEXHHYECKHX CPEICTB HEOOXOAMMO COOIIOAATh
JIOTIOJIHUTENBHBIE MEPbl MO pEeryiaMeHTAIllMd M KOHTPOJIIO HCHONb30BaHUS B WH(OpMAalHOHHON
crcTeMe MOOUJIbHBIX TEXHUUYECKUX CPECTB.

HaxoxneHue npencraBuTenedl IOPUAMYECKUX JIUMI B pPaMKax MCIOJIHEHUS JOTrOBOPHBIX
00s13aTEILCTB B TIOMEIICHUSX B KOTOPBIX BeneTcs oOpaboTka WHGOpPMAIMK OrPaHHUYCHHOTO
JocTyna UH(OPMAIIMOHHON CHCTEMBI, BO3MOXKHO TOJBKO B cONpoBOXkJeHHH pabotHuka 'B/I0Y
JOMYIIEHHOTO 10 00pa0OTKU TaKoW HH(POPMAITUH.

Pa3memnienne TeXHWYECKHWX CpeACTB BhIBoja wuHMopmanmuu B mnomernieHusx ['BIOY
MPOM3BOIUTCA C YYETOM HCKIIOUEHHUS BO3MOXKHOCTM BHU3YaJIbHOIO IPOCMOTpa HH(pOpMaLUu
MOCTOPOHHUMH JIMIIaMHU ¥ paOOTHUKAMH, HE OMYIIEHHBIM K padoTe ¢ JaHHOW HH(OpMAITHEH.

Texnuyeckue cpeacTBa MOJMKHBI pa3MelIaTbCsl M XPAHUTHCS TaKUM O0pa3oM, YTOOBI
COKpPAaTUTh BO3MOKHBIM PUCK OBPEXKACHUS U YIPO3bl HECAHKIITHOHUPOBAHHOTO IOCTYTIA.

TexHuveckoe 00c/ay;KuBaHue 000Py10BaAHUS

Texunueckue cpeacra ['BAOY momKHBEI TPOXOAWTH HA PETYISIPHOW OCHOBE CEPBHCHOE
00CITy’kKMBaHUE B COOTBETCTBUHU C PEKOMEHIAIUSIMH MPOU3BOUTENECH 000pYI0BaAHUS.

PemoHT u cepBucHOe OOCIy)XHBaHUE OOOPYIOBAHMSA JOJKHBI BBITIONHATHCS TOJBKO
KBaJTM(UIIMPOBAHHBIMU CTICIIAATHCTAMH.

Texuuyeckoe oOcmy:XUBaHHE OOOpPYIOBAaHUS CTOPOHHHUMH OpraHMU3AIMsIMH HE JOJHKHO
MIPUBOUTH K PUCKY HAPYIICHUS KOH(DUICHITMAITBHOCTH 3aIIMIIaeMON WH(OpMAIIUU.

B3anmopeiicTBue ¢ TpeTbUMHU JTULAMU

B memix obecnedyenuss mHpopmarmonHoi Oe3omacHoctd ['BJIOY mpu B3ammonmelcTBUU
C TPETbUMHU JIUIIAMHU JOJIKHO BBIITOJIHATH CIEIYIOIIME MEPOIIPUATHUS TIO:

3aKJIIOUEHUIO COTJIAallleHUusT O HepasrJalleHud HWHQOpManuu OrpaHM4eHHOro JIOCTyMa
MOJTy4YEeHHOMN B XOJI€ UCTIOJIHEHUS JOTOBOPHBIX 00sI3aTENIbCTB;



OCYIIECTBJICHUIO KOHTPOJIS 3a JEHCTBHUSAMM IPEACTAaBUTEICH KOHTPAreHTOB B Ipeaenax
KOHTponupyeMoii 30861 ' BJIOY.

YnpasiieHue :KU3HEHHbIM HUKJIOM HHPOPMALMOHHBIX CHCTEM

Mepornpusatust B mpoiiecce >XKH3HeHHOro mnukia nHdopmaruonasix cucteM ['BJI0OY nomkub
ObITh HANpaBIIEHBI Ha OOecledeHue 3aluluThl HH(OpMaIMu IpU BBOJAE B JCMCTBHE, HKCIUTyaTalluH,
COIIPOBOXKJICHUH U MOJIEPHU3ALINH, BBIBO/IA U3 DKCIUIyaTALUH.

OcHoBaHueM IIpu pa3paboTke HH(OPMALMOHHBIX CHCTEM JOJDKHBI SIBISITHCS PELICHUS
OpUHATBIE Ha CTaauu (GOpPMHUpPOBaHUS TpeOOBaHUMU, cojepxaliue TpeOOoBaHHS B TOM YHCIE
M0 CUCTEME 3aIIUTHI HHOpMALIUH.

JIro6oe TutaHupyemMoe K BHEIPEHUIO H3MEHEHNE HH(POPMAIIMOHHON CHCTEMBI PEABAPUTEIHHO
JNOMKHO  OBITh  MPOAHANU3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHUM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aIUTHl HH(POpMAIIH.

PaGorel mo wmonepHU3anMu WH(MOPMAIMOHHON CHCTEMBI, B TOM 4YHCIE II0 YCTaHOBKE
MIPOrpaMMHOTr0 o0ecrieueHus: 1 OOHOBJICHH, TOHKHBI IPOBOJUTHCS B Hepabouee BpeMs WIIH BpeMs
HauMeHbIIIel paboueil Harpy3Ku.

[Ipu BBIBOZE W3 OKCIUTyaTallud HWH(POPMAIIMOHHBIX CHCTEM JIOJDKHO OOECTIeYMBATHCS
rapaHTUpOBaHHOE yJalieHne oOpabaThiBaeéMOil U XpaHUMOM B HUX MH(QOPMALIUU C UCIIOIb30BAaHUEM
CPEICTB TapaHTHUPOBAHHOI'O YHUUYTOXKEHUS WMH(GOpMAIMU WU MyTeM (PU3HUYECKOro YHUUYTOXKEHUS
HOCHUTeNeH nH(popMaIi.

Bce mpouenypsl oOecnedeHuss 3amuThl  uHGOpManuu, ycraHoBieHHeie B [BJIOY
B OTHOIICHHH WH(POPMAIMOHHBIX CHUCTEM, JOJDKHBI BBIMOJHATHCA UM KOHTPOIUPOBATHCS
OTBETCTBEHHBIMH JINLIAMH 33 OPTaHU3aLUIO PA0OT 10 3aIuTe HH(OPMALIUH.

KoHnTpoJs foctyna k uHGOPMaHOHHBIM CHCTEMAM

Bce paborauxku I'BJIOY, nomymiennsie k pabotre ¢ MHGOPMAIIMOHHBIMH CHCTEMaMH HECYT
MEePCOHAILHYI0  OTBETCTBEHHOCTh 3a HApYyIICHUS YCTAaHOBIEHHOTO TMOpsaka 00paboTku
nHpopmanuu.

YpoBeHb TOJHOMOUMH TOJb30Barelss B uWHpopMmanuonHoi cucteme I['BIOY momxken
OTIPENETSATHCS B COOTBETCTBHUH C €ro JOHKHOCTHBIMU O0S3aHHOCTSIMU.

Joctyn nonp3oBateneil Kk nHpopmanuoHHsM cuctemaMm ['BJIOY nomkeH KOHTPOIUPOBATHCS
aJIMUHUCTPATOPOM MH(POPMAIITOHHOMN CUCTEMBI.

OcylliecTBIIEHHE PETYISIPHOIO KOHTPOJISI BBITOJIHEHUSI OPTaHU3aLMOHHO-PACIIOPSIAUTENbHBIX
JOKYMEHTOB, KacaloIIuXcs perjameHTanuu nomycka padorHukoB ['BJIOY k mHpOpMarmoHHBIM
CUCTEMAM.

HNnentudukanus v ayrTeHTH(PUKALMSA

Jloctyn monb3oBateneil K WH()OPMALMOHHBIM CHUCTEMaM JOJDKEH MPEAOCTABISATHCS TOIBKO
MOCJIe YCHEUIHOI0 3aBepIICHUs UACHTU(PUKAIIUH, ayTEHTU(PUKALUH.

[Tonyuenue monbp3oBaTeieM HMEHUM B UHGOPMAIIMOHHOM cHUCTeME W Tapolisi, KOTOpbIe
o0ecreunBaroT JOCTYN K HHPOPMALMOHHON CUCTEME, JTOJKHO OCYIIECTBISTHCS 10 MPEICTaBICHUIO
PYKOBOJIHUTENS CTPYKTYPHOI'O TOAPA3IEICHHUS.

YupasieHue 10CTyIIOM

B I'BIOY n0mKHO OCYHIECTBISATHCS YIpaBJIEHUE JOCTYIIOM K MH(POPMALMOHHOW CHUCTEMeE
MOCPEACTBOM pealn3aluid HEOOXOJMMBIX METOAO0B, THUIIOB W MPaBUJ pa3rpaHUUYEHHs] JOCTYIa
nonb3oBaTensM uHpopMarmonHoi cucrembl ['BJIOY. B Tom umcne obecreueH 3allUIeHHBIN
yIAJIEHHBIA JTOCTYNl CyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYyIa uepe3 BHEIIHWE WH(POPMALMOHHO-
TEJIEKOMMYHHUKALIMOHHBIE CETH.

be3onacHocTh npu padoTe ¢ HOCUTEASIMU MH(OPMATUT

Pabornukun ['BJIOY [0MKHBI HMCIONB30BaTh TOJBKO YYTEHHBIE CHEMHBIE MAIIMHHbIC
HOCUTENU WH(GOpPMAWU U BBHIMOJHEHHUSI CBOMX JOJDKHOCTHBIX oOsi3aHHOCTEH. Mcmonb3oBanme
ChEMHBIX MAITMHHBIX HOcuTener nHpopManuu B ' bJIOY B MHBIX HENIX CTPOro 3ampemnieHo.

CreMHbIC MalIMHHBIE HOCUTENX WH(GOPMAIUH JTOKHBI XPAaHUTCS B ONleYaThIBaeMbIX MIKadax,
B [TIOMEIIEHUSIX B KOTOPBIX IPeIycMOTpeHa 00paboTka HHPOpMAIMU OrPaHUYEHHOT O 10CTYIIA.



B ciyuae kpakxu WM MOTEPH ChEMHOIO MAIIMHHOIO HOCUTENS MH(OpMAIMH, a TaKXKe UHBIX
MHIU/IEHTOB, KOTOpPblE MOTYT MPHUBECTH K HApPYIIEHUIO CBOMCTB MH(OPMALMU OrPaHUYEHHOI'O
JIOCTYIIA, JOJKHBI IPOBOIUTHCS MEPOIPUSTHS 110 PACCIIEOBAHNUIO TAKMX MHIIUCHTOB.

[Ipu BBIBOZIE U3 SKCIUTyaTallid ChEMHOI'O0 MAIIMHHOI'O HOCUTEN MH(OpMaluu, Bce JaHHBIE,
XpaHsIIUecs: Ha HeM, JOJDKHBI OBbITh YAAJEeHbl ONPEIEIeHHON KoMHccHuel M3 yuciaa pabOTHHKOB,
CPEACTBOM rapaHTHPOBAHHOI'0 YHUUYTOXKEHUS HHPOPMALIUH.

@akT YHUUTOXKEHUA HH(POpPMAMU Ha CBHEMHOM MAIIMHHOM HOCHUTeNle UH(pOopMaIun
¢ukcupyercss B akre 00 YHHUYTOXKEHUM HHPOPMALUU CO CHEMHOTO MAIIMHHOI'O HOCUTENs
uH(pOpMaLUH.

Perucrpanusi coobITHI

B TI'BJAOY  pomkHa  OCYIIECTBISATHCS  PETUCTPAIMA  COOBITHMH  0€30macHOCTH
Ha BceX KOMIIOHEHTax HH(popManuonHslx cucreM ['BJIOY, B kotopbix oOpabarbiBaeTcs
3amuniaeMast HHGopMaIus.

AHTHBHUPYCHAS 3alIIUTA

B wmemsax oOHapyxeHuss W ycTpaHeHUs BpedoHOCHBIX nporpamMm B ['BJAOY nomxHbI
WCTIONBb30BaThCS CPEICTBA AaHTUBUPYCHOM 3aIIMTHI HH(POPMALIUH.

OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alUThl HMH(OpMaMM TOJKHA
nojuiexarp Jro6as uHpopMmauus (TeKCToBble (ailinbl 00BIX (GopmaroB, (aiiabl JAaHHBIX,
UCTIONHsAEMBbIe (aiibl), Tomydaemass W TepefaBaeMasi IO JIOKAIbHOH BBIYUCIUTEIBHOM CeTH
B TOM YHUCIE U CETAM OOLIEro Moib30BaHUA, a TaKke HH(pOpMalMs, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENAX HH(OPMAILIHH.

IIpu ycTaHOBKE TMpPOrpaMMHOIO oOOecrieueHHs] MM ero OOHOBJIEHHMS Ha CEBEpHOE
o0opy/ioBaHUE JOKHA aBTOMAaTHYECKU BBIIOJHATHCS IpeIBapUTENbHAs IIPOBEpKa JaHHOIO
IIPOrpaMMHOr0 00ecIieYeH sl Ha OTCYTCTBHE BPEIOHOCHOIO MPOrPaMMHOI0 00EeCTIEUEeHHUS.

OOHoBnenne 6a3 curHaTyp Al CPEACTBAa aHTUBHUPYCHOHM 3aIlUThl MH(POPMAIUH JOJKHBI
OOHOBJIATHCS €XKETHEBHO.

[Tonp30BaTenu oe3 paB aZMMHHCTPATOpPA MH(pOPMALIMOHHOMN CUCTEMBI
I'BAOY He NOmKHBI UMETh BO3MOXKHOCTh MOJYYEHHS JIOCTYyNa K KOH(QUrypaluu aHTUBHUPYCHOTO
CPEICTBA 3aIMUTHI UJIM €TI0 OTKIIOYEHHUS.

KoHTpos1b 3a1MIEHHOCTH NEPCOHAIBHBIX JAHHBIX

B mensx MCKIIIOYEHMS HKCIUTyaTallUM YA3BHUMOCTEH MPOrpPaMMHOI0 00eCHeueHHs JOKHBI
MPOBOIUTCS pPAa0OOTHI 1O BBIABICHUIO, aHATU3Y YI3BUMOCTEH WH(POPMAIIMOHHONH CHCTEMBI
U ONEpPATHBHOE YCTPAHECHHWE BHOBb BBIABICHHBIX YA3BUMOCTEH. B TOM umcne opraHusanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHHMS MPOTrPAMMHOIO OOECIEUEHHUs] BKIJIIOYasl CPEACTB 3alllUThl
nH(pOpMaLUH.

Hcnonb30BaHue NPOrpaMMHOIO odecredeHust

Beibop mnporpammHoro oOecneueHust s npousBoacTBeHHbIX Hyxa ['BIOY  nomxen
MIPOU3BOJUTHCS. B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EJMHBIN peecTp pOCCHMCKHX
MporpaMM Uil 3JEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 JaHHBIX. B ciaydae orcyrcTBUA
aHasiora B EIMHOM peecTpe pOCCHHCKHX MPOrpaMM JUlsl SJEKTPOHHBIX BBIYMCIUTENIBHBIX MAallllH
u 0a3 JaHHBIX JIOMYCKAETCS HCIOJNb30BaTh MPOrPaMMHOIO  OOECIeueHHEe HMMIIOPTHOTO
IIPOU3BOJICTBA.

Hcnoan3oBanue cpeacts Kpunrorpaguyecko 3auTbl HHGOpMaAMH

Obecnieuenne 3amuThl HHGOPMALUK OTPAaHHUYEHHOTO JTOCTYIA OT PACKPBITHS, MOJU(PHUKAIINN
YW HaBs3bIBaHUS (BBOJA JIOKHOM HWHQOpManuu) mpu ee nepenade (MOATOTOBKE K Ieperade)
[0 KaHajaM CBSI3M, MMEIOIIMM BBIXOJA 3a Mpejaeibl KOHTPOJIMPYEMOHW 30HBI OOecreyrBaeTcs
MIPUMEHEHHEM CPEACTB KpUNTOrpaduyeckoi 3amuThl THPOPMAIUH.

[Ipnobperenne  cpeactB  kpuntorpagpuueckol  3ammtbel  uHbopmamuun  [BJIOY
OCYILIECTBIISIETCSI HA OCHOBAaHUM JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOIIUMU JIEHCTBYIOILYIO
muensuto @Cb Poccum Ha ocyliecTBieHHE JEATENBHOCTH IO pa3paboTke, HpPOU3BOJICTBY,
pacrpocTpaHeHHI0 MH(POBATBHBIX (KPUNTOrpapUUecKuX) CpencTB, WHPOPMALMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllUIIEHHBIX C UCIOJIb30BaHUEM IIHU(PPOBAIBHBIX
(kpunTorpadMUECKux) CpPeACTB, BBHIIOIHEHUIO padOT, OKa3aHMUIO YCIYr B O0JAcTH IIU(POBaHUA



“HpOpPMAIIUU, TEXHUYECKOMY OOCIY)XMBaHWIO MMHU(PPOBaATBHBIX (KpUNTOrpaduuecKux) CpeicCTB,
MH(OPMAITMOHHBIX CHCTEM U TEICKOMMYHUKAIIMOHHBIX CHUCTEM, 3AIUIICHHBIX C HCIIOIb30BAHUEM
U (poBaTbHBIX (KPUNTOrpaguUecKnx) CpeAcTB (3a HMCKIIOYEHHUEM Cllydasi, €ClId TEeXHUYECKOe
oOciyxuBaHuEe MU(POBATBHBIX (KpUNTOrpapUuecKuX) CpeACTB, HH(DOPMALMOHHBIX CHCTEM
U TEIeKOMMYHHKAI[MOHHBIX CHCTEM, 3all[MIICHHBIX C HCIOJNIb30BaHWEM NG POBAIBHBIX
(kpunTorpadMUEeCKUX) CPEICTB, OCYIIECTBISETCS Ui oOecredeHUs COOCTBEHHBIX HYX]
IOPUAMYECKOT0 JIMIA WIK HHAUBUAYAIBHOI O MPEIIPUHUMATEIS).

[Topraneubie pemenus ['BJIOY ¢ BO3MOXKHOCTBIO JTOCTyIa C ceTel OOIIEro IMOIb30BaHHS
JIOJDKHBI B NPHOPUTETE pa3pabaThIBaThCsl ¢ OpraHU3alMell 3allUIIeHHOr0 KaHala MOCPEICTBOM
nporokona TLS ¢ momaepxkoit anropurmoB 'OCT 34.10.

Hcnonb30BaHue 3JIEKTPOHHOM MOYTHI

DrexkTpoHHas mouyra JAOoDKHAa ucnoib3oBathbes B ['BJIOY ¢ menpro opranuzanuu oOMeHa
AJNIEKTPOHHBIMH ~ COOOLICHUSMH MEXIy paOOTHUKaMH U  CcyObekTamMu HH(DOPMAITMOHHOU
0€30I1aCHOCTH.

IIpu ucnonb30BaHNN IEKTPOHHOM MOYTHI 3aIPELAETC:

oOMeH nH(popManueit s CIyKeOHOTro MOJb30BaHMs, a TaKKe HHPOpPMAaLMel OrpaHMYEeHHOT O
JIOCTYIIa;

IIPEIOCTABIIEHUE 1OCTYNA K JIEKTPOHHOM I1OYTE C UCIIOIB30BAHUEM JIAHHBIX CBOEH y4ETHOU
3alKCH TPETHUM JIMIIAM;

yOJIMKaIMs CBOETO CIIY)KeOHOro ajapeca 3JIEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTajlorax,
Ha TIOMCKOBBIX MAIIMHAX M JPYrHX pecypcax ceTu VHTepHET B MLeNsAX, HE CBSA3aHHBIX C
WCTIOJTHEHUEM CBOHX JIOJDKHOCTHBIX 00513aHHOCTEHH;

MOJINUCKA O 3JIEKTPOHHON MOYTE HA pa3jMyHble peKIaMHbIE MaTepUallbl, JUCThl PACCHUIKH,
9NIEKTPOHHBIE >KYPHAIbl M T.H., HE CBS3aHHBIC C BBIIOJHEHUEM IOJIb30BATENEM JOKHOCTHBIX
00sI3aHHOCTEIH;

OTKpBITHE (3allyCK Ha BBINOJIHEHHE) (ailJIoB, MOJYYEHHBIX [0 JJIEKTPOHHOM mOoYTe
WIn U3 pecypcoB cetu HTepHeT, 0e3 mnpeABapUTEIbHOW TMPOBEPKH UX aHTUBUPYCHBIM
MIPOrpaMMHBIM O0ECTIEYCHHUEM.

Pabora B ceTsix 0011ero M0JIb30BaAHUS

I'BJIOY ocTaBaseT 3a coOol MpaBo OJIOKUPOBATH WM OTPAHUYUBATH JIOCTYIT paOOTHUKAM K
CeTsIM CBSI3U OOIIEro MOJIb30BaHUA, B TOM 4Hcie ceTH VIHTepHeT, cofepKaHne KOTOPBIX HE UMEEeT
OTHOUICHUS K UCIIOJHEHUIO JTOJDKHOCTHBIX 00S3aHHOCTEH, a Takke K WH(POPMAIIMOHHBIM pecypcam,
COJCp’)KaHUE M HAIPABJICHHOCTh KOTOPBIX 3alpelleHbl 3aKOHOJATENbCTBOM Poccuiickoi
denepanuu.

Nudopmarus o mocemaembix paboraukamu  [BJIOY  uHGOpMAIMOHHBIX  pecypcoB
MIPOTOKOJUpPYETCSl s MOCIHCAYIOUIEro aHajlu3a M, IpU HEOOXOIUMOCTH, MOXKET ObITh
IIPEJICTaBJIEHAa PYKOBOAUTENIO Ul KOHTPOJISL.

[Ipu ucnonb3oBannu cetu MHTEPHET 3aMpeIIeHO:

ucnoabp30BaTh npenocrapieHHblil ['5/I0Y noctyn B ceth IHTEpHET B TMYHBIX LIEIISIX;

MCIOJIB30BaTh HECAHKIIMOHWPOBAHHBIE MPOTrpaMMHbBIE U MPOrpaMMHO-aNapaTHbIe CPEICTBa,
MIO3BOJISIOIIME TIOJYYUTh HECAHKIIMOHUPOBAHHBIN HOCTYI K ceTH MHTepHeT;

nyOIMKOBaTh, 3arpyXaTb M PpacHpoCTPaHATh MaTepHallbl COAEpIKallue HeJOCTOBEPHYIO
ungopmauuto o 'BJIOY, a Taxke panscudunmposats cBoit IP-agpec.

Pe3epBHOe KONMpPOBaHNe U BOCCTAHOBJICHUE JAHHBIX

OcymiecTBieHrEe PE3epPBHOI0 KOMUPOBAHUS JOIDKHO OCYLECTBIISATHCS JJIS:

unpopmaruu  oOpabaTeiBaeMoli Ha (ailJloBOM cepBepe U cepBepe MPUIOKEHUH,
nH(OPMaIMOHHON CUCTEMBI,

pabounx MecT aIMUHUCTPATOPOB HHPOPMAITHOHHOW CHCTEMBI.

YacTtora ¥ peXUM PE3EPBHOrO KOMHPOBAHMS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
obecreunTh MUHUMAJIbHYIO TTOTEPIO IaHHBIX U ONEPaTUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOro KONMHMpPOBaHWS M BOCCTAHOBJEHHUS PECYPCOB HH(POPMALMOHHBIX
cucteM ['BJIOY nomkHBI TPOBOIUTE yrodHOMOUYeHHBIE paboTHukH ['BJIOY.



Pe3epBHOE  KOMMpOBaHWE MJODKHO  OCYIIECTBISATHCS B~ aBTOMAaTHYECKOM  PEXHMeE
C TPUMEHEHHEM OTEYECTBCHHOIO CHEIHAIM3UPOBAHHOTO CPEICTBA PE3EPBHOTO KOMHUPOBAHUS
C JEHCTBYIOIMIMM CEpTU(PUKATOM COOTBETCTBUS MO TpPeOOBaHUAM O€30MacHOCTH HH(pOpMaIuu
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOHN BE3OIMACHOCTBIO

MonuTtopuHr HHGOPMaLMOHHOH 0€3011aCHOCTH

Ha mnocTosiHHOM OCHOBE JOJIKEH MPOBOAMUTHCS KOMIUIEKCHBIH aHanM3 (QYHKIMOHUPOBAHUS
uHpopmanmonHoit cucrembl ['bJIOY u Bo3HUKaIONMX COOBITUN MHPOPMAITMOHHON OE30MaCHOCTH.

[Iporiecc MOHWUTOpHWHTA CHCTEMBI OOecrieueHusi MH()OpMAIMOHHON 0€30MacHOCTH JOJKEH
BKJIIOYATh B c€0sl KOHTPOJIb OPraHM3alMOHHBIX M TEXHHYECKUX Mep MO 3amure HHpopmanuy,
aHaJIM3 MapamMeTpoB KOH(PUTypalluu U HACTPOUKU CPEICTB 3aLIUThI HH(OPMALIHH.

IIpn mpoBeneHUM KOHTPOJIBHBIX MEPOINPHUATHM, CBA3AHHBIX C OLEHKOW pealu3aluu Mep
no 3amurte wHbopMmanmuu B ['BJIOY, ynmomHoModeHHBIE paOOTHUKU JODKHBI MPUIIECPKUBATHCS
CJIEYIOIUX IPUHLIUAIIOB:

He HapymaTh pyHKunoHupoBaHue nesreabHocT [ BI0Y;

JNEUCTBOBAaTh B COOTBETCTBUM C YTBEP)KIECHHBIMH OPTraHMU3ALMOHHO-PACIIOPSAUTEIbHBIMU
nokymentamu 'BJIOY mo 3amure nadopmanuu;

HE CKpBIBAaTh (aKTHI BBISBICHHBIX COOBITHI MH()OPMAIIMOHHOHN 0€30MaCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEP K IAIOIINE BBIITOJHEHHE MEPONPUATHH 110 3alUTe HHPOPMALIUY.

Wudopmanus, momnydeHHas B XOJA€ IHPOBEIEHUS KOHTPOJIUPYIOIIUX MEPONpPUATUI
0 NIeHCTBHAX, COOBITHSX M MapaMeTpax, MMEIOIIMX OTHOIICHHE K pealu3aluyd Mep MO 3alluTe
nHpopMaluu, TOHKHA KOHCOMUAMPOBATHCS U XPAHUTHCS B MECTax, MCKIIOYAIOMIMX IOTy4YeHHE
K HEell HECAHKIIMOHUPOBAHHOIO 1OCTYIIA.

MOHUTOPUHT JTAaHHBIX O 3apETUCTPUPOBAHHBIX COOBITUAX HWH(OPMAIIMOHHOM O€301macHOCTH
JIOJKEH MPOBOJUTHCS, 110 BO3MOXKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA WHLUJECHTOB
MH(POPMAIIMOHHONW O€30MacHOCTH WJIM BCTPOSHHBIX MEXAHM3MOB HAaCTPOWKM M ayAuTa COOBITHI
B NIPOrpaMMHBIX W MPOrpPaMMHO-AMIAPATHBIX CPEACTBAX, MCIOIb3YEMbIX B HH(OPMAIIMOHHON
unppacrpykrype I'BJIOY.

YnpasjieHue pucKkamMu

OmnpeneneHue BHYTPEHHMX TpeOOBaHUHM IO 3amuTe MH(OpPMALMHU, JOHKHBI OCHOBBIBATHCS
Ha pe3yJpTaTax IPOBEJNEHHUS aHAJIW3a PUCKOB HApYIIEHHS OCHOBHBIX CBOWCTB 0€30IaCHOCTH
11t mHGopManroHHbIX pecypcoB 'BJIOY.

OCHOBOH OIIEHKH PUCKOB JIOJKHA OBITh OLIEHKA YCIOBHH M (haKTOPOB, KOTOPbIE MOT'YT CTaTh
NPUYHHON HApPYIICHUS IIETIOCTHOCTH, KOH(UACHIIUATBHOCTH U JOCTYITHOCTH JIJIsl MH(POPMAILlMOHHBIX
pecypcoB I'BJIOY.

Pe3ynpTaToM mpoBeneHHs aHaJIM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpPaBJIECHHBIX Ha CHUXKCHHE BO3MO)XHOI'O HEraTHBHOI'O BJIMSHUS Ha OCHOBHYIO JESTENbHOCTD
I'BAOY npu peanuszanuul TOil WM HHOW yrpo3bl 0€30MacHOCTH HH(pOpMALIUK U 00eCTIeYNBAIOIINX B
JalbHENIIIeM JOCTaTOUHBIN YPOBEHb 3alUIIeHHOCTH HHpopManoHHbIX cucteM [ BIOY.

Ynpasienue nHOMAeHTAMH HHGOPMALMOHHOI 0€301aCHOCTH

st obecnieuenus 3¢GHEKTUBHOTO pa3pelieHs] HHIUACHTOB HH(GOPMAIIMOHHON 0€30MacHOCTH
B ['b/IOY, MuHMMHU3auu OTEPh U YMEHBIIEHUS PUCKAa BOSHUKHOBEHHS ITOBTOPHBIX MHIIMICHTOB
JIOJKHO OCYILECTBIISATHCS YIPaBJICHUE HHIIMICHTaMH HH()OPMAIIMOHHOI 6e30IacHOCTH.

Jlig ynpaBieHuss MHUOUACHTaMU WHG(OPMalMOHHOW O€30MacHOCTH JOJKHA OBITh CO37aHa
clly’k6a MOHUTOPHHTA U pearupoBaHUs Ha MHUUAECHTHl MHPOPMAIMOHHON 0€30IaCHOCTH, KOTOpas
MOCPEJICTBOM KOMILIEKCA CPEICTB M MEpONpHUATUH i cOopa M KOHCONMZAUMU HHGOpManuu
00 MHIMJEHTaX pellaeT JaHHYI0 3ajady. B OTHOIIEHMHM KaXJA0ro MpOM3O0LIEIIIEr0o MHIUACHTA
paOOTHUKaMH U3 CIOyXObl MOHUTOPHMHIA M pPEAarMpoBaHUS HA WHIMJIEHTHl HH(POPMALMOHHON
0€30IacHOCTHU JIOJKEH BBIMOJHATHCS €0 aHalu3, U pa3paboTka 3((EKTUBHBIX MEp pearupoBaHUs
Ha JaHHbIN MHIIUJIEHT.



AyauT cuctemMbl o0ecnieyeHust HH(POPMAIMOHHOI 0€3011aCHOCTH

B nensx oneHku Tekyiero ypoBHs nuHpopmannonHoit 6ezonacuoctu I'bJIOY Ha perymnspHoii
OCHOBE JIOJDKEH NMPOBOAUTHCS ayAUT HHPOPMAITMOHHON 06€30MacHOCTH.

BuyTpenHue ayauThl AOKHBI BBINONHATHCS paborHukamu [BJIOY. B uucno 3anauy,
pelaeMbIX IpU IPOBEICHUHM BHYTPEHHUX ayAUTOB HH(OPMALIMOHHOM 0€30MacHOCTH, BXOIAT:

cOop M aHaNM3 MCXOJHBIX JAHHBIX 00 OPraHU3alMOHHOW M (YHKIIMOHAJIBHOH CTPYKType
MH(}OPMaIMOHHBIX CUCTEM, HEOOXOAUMBIX Ul OLIEHKU COCTOSIHUSI CUCTEMBI 3alllUThl HH(OpMaLuu;

aHaJIN3 YTBEPXKICHHBIX OPraHUW3allMOHHO-PACIOPSAUTENbHBIX JOKYMEHTOB IO 3alUTe
nH(pOPMALIMU HA TIPEAMET UX TOJHOTHI U 3(h(HEKTUBHOCTH, a Takke (POpMUPOBAHHE PEKOMEHIAlUN
10 UX 10pabOTKe WU pa3padOTKU HOBBIX;

o0ocHOoBaHWE (UHAHCOBOH dS(PPEKTUBHOCTH BHOBH MPHOOPETAEMBIX CPEJCTB 3alIUTHI
uHdopMauy,

MpOBEpKa TMPaBHJIBHOCTH BbIOOpA W  HACTPOWKH CPENCTB  3alUTHl  MH(OPMAIUH,
(bopMHpOBaHUE MPEATOKEHUN MO UCIIONB30BAHNUIO UMEIOIIUXCSI CPEJICTB 3AIIUThl HH(OPMALUU VIS
MIOBBIIICHUS YPOBHS HAJEKHOCTH U Oe30macHocTH nHpopmannoHHbix cucteM I'5/10Y;

aHaJIM3 OTYETOB IO TPOM3OUICAIIMM HHIUACHTAM HWH(POPMALMOHHOW 0e30macHOCTH
U IPUHATBIM MEpaM I10 UX Pa3pELICHUIO.

IloBbIlICHNE OCBEIOMIICHHOCTH PA0OTHMKOB

B pamkax opraHuzanMu KOMIUIEKCHOTO TPOTHUBOJEHCTBUS yrpo3aMm 0€30IacHOCTH
nHpopmaruu, wucxomsmuMm OoT pabdorHukoB ['BJIOY nmomkHAa MOCTOSHHO — TOBBIIIATHCS
UX OCBEJJOMJIEHHOCTb B O0OJIACTH 3aLUThl HH(OpMAIUH.

[ToBwimenne ocBeoMieHHOCTH paboTHUKOB ['B/IOY ocymiecTBisiercs:

o cymectBytomuM B I'6/I0Y oprannzanroHHO-paciopsiIMTENbHBIM JOKYMEHTaM;

o npumensiembiM B ' BJIOY mepam 3amuTel nHpopmanuu;

10 IPAaBUIIBHOMY HCIIOJI30BaHHUIO CPEJICTB 3AIIUTHI HH(POPMALIUH.

7  3AKIIOYEHHE

[Ipn wm3MeHeHWW ACUCTBYIOIIETO 3aKoHoAaTelnbcTBa Poccuiickoit denepanum B 001acTH
3amuUThl MHQOpPMAlMK, a TaKkKe OpraHU3alMOHHO-PACTIOPIIUTENbHBIX JToKyMeHToB ['BIOY
Hacrosmmas [lonuTka U M3MEHEHHs K HEW NMPUMEHSIOTCS B 4YacTH, HE MPOTHBOpPEUAIIeii BHOBB
MPUHATHIM 3aKOHOJATENIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TAKK€ BHYTPEHHUM JIOKYMEHTaM
I'JOY.

Bce T1peOoBaHWs, YCTaHOBICHHBIC JEHCTBYIOIIMM 3aKOHOJATEICTBOM  Poccuiickoit
®denepanyu, NOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMU OTHOHIEHUSIMH, a Takxke nmoaxon I'BIOY k
00EeCTIeUeHUI0 COOTBETCTBUSA STUM TPEeOOBAaHUSAM JOMKHBI OBITH SIBHBIM OOpa3oM OIpEJEICHBI,
JIOKYMEHTHUPOBAHBI U TOJIJIEPKUBATHCS B AKTYyaJIbHOM COCTOSIHUH.

I'bIOY B  NOpUOPUTETHOM  HANpPABJICHUU  JOJDKEH  pacCMaTpPUBATBCA  MEPEXOJT
MPOrPaMMHOT0 00eCIeYeHHe OTEUECTBEHHOIO MPOW3BOJUTENS, BKIIOYCHHOTO B €IUHBIA PEecTp
POCCHICKUX TIpOrpamMM JUIsl DJIEKTPOHHBIX BBIYMCIUTEIBHBIX MalllMH U 0a3 JaHHbIX. B ToMm uuncne
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBaHMSI M TMPOrPaMMHO-ANMapaTHBIX CPEJICTB
BKJIIOUCHHBIX B EIMHBIN peecTp pOCCUNCKON PagruO3JIEKTPOHHON IPOAYKIIUH.

IlepecMmorp ¥ BHECEHME U3MEHEHMH B HacTosmyr lloiuTHKy —OCYHIECTBIAIOTCS
Ha MEPUOJUYECKON U BHETUIAHOBOW OCHOBE.

[IOKYMEHT MOATMUCAH 3MIEKTPOHHOI MOANUCHIO
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